Digital Arrest Scams: India's Fastest-Growing Cybercrime Crisis

India has witnessed an unprecedented explosion in "Digital Arrest" scams, with financial losses surging 21-fold
from 91 crore in 2022 to 1,935 crore ($232 million) in 2024. This extortion scheme —where
criminals impersonate law enforcement via video calls and hold victims under virtual "arrest" for hours or days
—has become the nation's fastest-growing cybercrime category. Official parliamentary data reveals cases nearly
tripled to 1,23,672 in 2024, (inc42) (Indiaspend ) while the United States has begun seeing similar tactics targeting

immigrant diaspora communities, though the specific "Digital Arrest" terminology remains unrecognized by

American law enforcement agencies.

Official India statistics reveal explosive growth

The Indian Cyber Crime Coordination Centre (14C) and Ministry of Home Affairs have compiled the most
authoritative data on Digital Arrest scams, presented to Parliament in March 2025 by Minister of State
for Home Affairs Bandi Sanjay Kumar.

Year Reported Cases Financial Losses (X Cr) Approx. USD Losses
2022 39,925 X91.14 Cr $11 million

2023 60,676 X339 Cr $40 million

2024 1,23,672 X1,935.51 Cr $232 million

2025 (Jan-Feb) 17,718 X210.21 Cr $25 million

The data reveals a disturbing acceleration pattern. Cases increased 52% from 2022 to 2023, then jumped 104 %

from 2023 to 2024. Financial losses show even more dramatic growth—272% year-over-year in 2023, followed
by 471% in 2024. The average loss per victim has risen nearly sevenfold, from approximately 22,826 in 2022

to X1,56,502 ($18,800) in 2024, indicating criminals are increasingly targeting high-net-worth individuals.

The National Crime Records Bureau does not track Digital Arrest as a separate category, so all specific statistics
come from [4C's National Cyber Crime Reporting Portal. Total cybercrime complaints across India have grown
from 4.52 lakh in 2021 to 22.68 lakh in 2024 —a five-fold increase — (Indiaspend )with Digital Arrest representing

approximately 14.3% of total financial losses from cyber fraud.

State-level data shows Maharashtra and Karnataka most affected

Geographic distribution data reveals concentrated impact in major economic hubs. Maharashtra led with
303,000 total cybercrime complaints in 2024, followed closely by Uttar Pradesh at 301,000. Karnataka recorded
641 Digital Arrest cases with losses of X109 crore, with Bengaluru alone accounting for 480 cases and 342 .4

crore in losses.



State/City Digital Arrest Cases (2024) Losses

Karnataka 641 X109 Cr
Bihar 301 10 Cr
Mumbai (Jan-Oct 2024) 142 X114 Cr
Delhi NCR (monthly avg) 200+ Not specified

High-profile victims have included SP Oswal, the 82-year-old textile magnate who lost X7 crore in two days;
Dr. Ruchika Tandon, a neurology professor defrauded of X2.81 crore; and a Mumbai senior citizen who
transferred X58 crore over 40 days across 27 transactions. A retired Inspector General of Punjab Police was

driven to suicide after losing more than X8 crore to these scammers.

Digital Arrest scams compare unfavorably with other fraud types

Within India's cybercrime landscape, Digital Arrest ranks as the third-largest fraud category by financial losses,
though it shows the fastest growth trajectory.

Fraud Type (Jan-Sept 2024) Cases Losses (X Cr) Share of Losses
Stock Trading Scams 2,28,094 34,636 Cr 40.9%
Investment/Ponzi Schemes 1,00,360 3,216 Cr 28.4%

Digital Arrest Scams 63,481 X1,616 Cr 14.3%
Romance/Dating Scams 1,725 1323 Cr 0.1%

I4C analysis indicates 45-46 % of Digital Arrest operations originate from Southeast Asian countries —primarily
Cambodia, Myanmar, Laos, Thailand, and Vietnam — often from call centers housed within Chinese-owned
casino compounds. Another 30-40% of criminal activities have been traced back to operatives within

India.

The United States sees similar tactics under different names

American law enforcement agencies do not recognize "Digital Arrest" as a formal scam category. The FBI and
FTC classify functionally identical schemes under "Government Impersonation" or "Tech Support Fraud."

However, the scam methodology has begun targeting specific US populations.

An FBI IC3 Public Service Announcement issued in November 2025 warned specifically about scams targeting

Chinese-speaking residents using techniques matching Digital Arrest: impersonation of health insurance



providers and foreign law enforcement, video communication software showing fraudulent documents, threats
of extradition, and demands for 24-hour video surveillance of victims—the signature element of Digital

Arrest tactics.

The Indian-American diaspora has also become a target. Cases documented in late 2025 include a US-resident
woman of Indian origin targeted via WhatsApp while visiting Delhi, where scammers claiming to be from the
"San Francisco embassy" conducted video calls in police uniforms and demanded X30 lakh ($36,000).

The DHS Office of Inspector General issued a May 2024 fraud alert specifically noting that "imposters may

send images or videos of a DHS or law enforcement uniform or wear a uniform on video calls" —

(Office of Inspector General Jacknowledging the video-based impersonation methodology central to Digital Arrest

schemes.

FBI IC3 statistics for 2024 report combined Tech Support and Government Impersonation losses exceeding
$1.8 billion, with victims aged 60 and older representing 40% of complainants but 64% of total losses
(approximately $1.2 billion). (Internet Crime Complaint Center ) California alone recorded 96,265 complaints
with $2.54 billion in losses across all cybercrime categories.

Joint US-India operations have increased dramatically

FBI-CBI cooperation has intensified, with 11 joint operations in 2024 resulting in 215+ arrests—a 700%
increase from 2023. Major US prosecutions include:

¢ Hitesh Madhubhai Patel (Houston): 20-year sentence for operating India-based call centers, with $8.97

million in restitution ordered (U.S. Department of Justice)

e Hardik Patel (Illinois): 188 months imprisonment as call center co-owner (U.S. Department of Justice)

e Southern District of Texas: "First-ever large-scale, multi-jurisdiction prosecution targeting the India call

center scam industry" with 24+ defendants sentenced (U.S. Department of Justice )

The Thane call center operation, documented in the DocuBay film "Bogus Phone Operators," involved 600+
employees who defrauded over 15,000 Americans of more than $50 million.

Growth trajectory data enables quantitative analysis

The year-over-year growth metrics reveal the scam's accelerating trajectory:

Period Case Growth Loss Growth
2022 — 2023 +52% +272%
2023 — 2024 +104% +471%

2022 — 2024 (cumulative) +210% +2,024 %




The growth multipliers are stark: cases increased 3.1x from 2022 to 2024, while losses increased 21x during the
same period. This asymmetric growth—losses outpacing cases by nearly sevenfold —indicates

increasingly sophisticated targeting of wealthy victims.

Government projections vary significantly for 2025. I4C's worst-case estimate projects X1.2 lakh crore (~$14
billion) in total cybercrime losses, representing approximately 0.7% of India's GDP. The Future Crime Research
Foundation projects a more conservative 30-40% increase in Digital Arrest cases specifically. CloudSEK

estimates total cyber fraud losses reaching 20,000 crore.

Early 2025 data supports continued growth: January-February 2025 alone recorded 17,718 cases with X210.21
crore in losses. Annualized, this pace would yield approximately 106,000 cases—suggesting growth may

be moderating from 2024's explosive surge, though losses per victim remain elevated.

Government countermeasures have scaled significantly

Indian authorities have implemented aggressive blocking measures:

Countermeasure Scale (as of Feb 2025)
WhatsApp accounts blocked 83,668

Skype IDs blocked 3,962

SIM cards blocked 7.81 lakh

IMEI numbers blocked 2,08.,469

Mule accounts flagged 24 lakh+

Funds recovered/frozen X7,130 Cr

Prime Minister Modi addressed the scam directly in his October 27, 2024 Mann Ki Baat broadcast, stating:
"There is no system like digital arrest under the law. No government agency threatens individuals over the
phone or demands money." The Reserve Bank of India implemented MuleHunter.ai across 23 banks
by December 2025 to identify fraudulent accounts, and the Supreme Court directed CBI to conduct a pan-India
probe, classifying Digital Arrest as a "national security threat."

The 2025-26 Union Budget allocated X782 crore for cybersecurity initiatives, though critics note this represents

a modest investment relative to the scale of losses.

Conclusion: A crime category requiring urgent attention

Digital Arrest represents a distinct evolution in social engineering—combining real-time video manipulation,

psychological coercion through continuous surveillance, and impersonation of trusted authority figures. The 21-



fold increase in losses over just two years, combined with the rising average loss per victim, indicates criminals
have refined their targeting toward high-net-worth individuals including doctors, chartered accountants, retired

officials, and industrialists.

The scam's cross-border nature presents significant jurisdictional challenges. While US-India cooperation has
produced meaningful arrests, the primary operations in Southeast Asian casino compounds remain largely
beyond reach. The FBI's recent recognition of the video-surveillance methodology in its November 2025
advisory suggests the tactics may increasingly target American residents directly, not merely diaspora

populations.

For policymakers and researchers, the growth trajectory data points to several critical insights: losses are
growing faster than case volume, average victim losses have nearly septupled in two years, and early 2025 data
suggests the phenomenon continues expanding despite awareness campaigns. The question is no longer whether
Digital Arrest scams will spread beyond India's borders, but how quickly law enforcement frameworks can
adapt to prosecute crimes that exploit video communication technology across multiple jurisdictions

simultaneously.



