
Nashville Man's Laptop Farm Unmasked as 
North Korean Cyber Front 
 

 
 
Authorities arrested Matthew Isaac Knoot, a 38-year-old Nashville resident, for 
allegedly operating a sophisticated "laptop farm" that enabled North Korean IT workers 
to masquerade as U.S.-based employees.   He is the second person that has been 
arrested in the last several weeks. 
 
The scheme, which came to light on August 7, 2024, involved the use of stolen identities, 
remote desktop applications, and an elaborate system of deception that allowed North 
Korean operatives to infiltrate American companies undetected. 
 
According to the Department of Justice, Knoot's operation not only facilitated the 
unauthorized access of company networks but also funneled over $250,000 per worker 
to North Korea between July 2022 and August 2023. The funds are believed to have 
supported North Korea's nuclear weapons program. 
 
More than 4,000 North Koreans have been directed to worm their way into jobs in the 
technology industry in the West by concealing their identities, according to the UN 
Security Council. 



 
 
 

He Used A Stolen Identity And Created A Laptop Farm 
 
To conduct the scheme, he used the stolen identity of a person that the indictment list as 
"Andrew M.,", Using that identity,  Knoot would apply for remote IT positions at various 
American companies.   
 

 
 
Once hired, these companies would ship laptops intended for "Andrew M." directly to 
Knoot's residences in Nashville. Upon receiving the devices, Knoot would set them up, 
installing unauthorized remote desktop applications that allowed North Korean IT 
workers, physically located in China, to access and control these laptops. This created 
the illusion that "Andrew M." was working from Nashville, while in reality, the work was 
being performed by North Korean operatives thousands of miles away.  
 
For instance, a company in California might believe they had hired a talented 
programmer named Andrew working from Tennessee, when in fact, their sensitive data 
and systems were being accessed by a North Korean hacker operating from a safehouse 
in Shenzhen. 
 
 
 
 



He Received $15,000 In Payments 
 
While the court documents do not reference exactly how many laptops he helped North 
Koreans to obtain, they do indicate that Knoots received $15,000 in payments that 
appear to have originated from China. 
 

 
 
Knoots now faces severe legal consequences for his alleged role in facilitating North 
Korean cyber operations. He has been charged with multiple federal offenses, including 
wire fraud, intentional damage to protected computers, aggravated identity theft, and 
conspiracy to cause the unlawful employment of aliens. These charges stem from his 
alleged operation of a "laptop farm" that enabled North Korean IT workers to pose as 
U.S.-based employees. If convicted, Knoot could be sentenced to a maximum of 20 years 
in prison. The case against him is part of a broader U.S. government initiative to crack 
down on domestic enablers of North Korean cyber activities, highlighting the serious 
nature of these offenses and their potential impact on national security. 
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